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CONFIDENTIAL AGREEMENT

White Memorial Medical Center (WMMC) is committed to ensuring confidentiality of records
and related information for all patients, employees, and hospital business. All employees,
volunteers, physicians, contract workers, stuslegtc., who have access to information about
patients, employees, or hospital operations which is of a confidential nature will be prohibited
from discussing or revealing such information in any unauthorized manner. Confidential
information includes, bus not limited to, medical records, employee records, computer records,
information gained from services and friends of patients, other employees, external agencies,
media or medical staff.

Print Name

, understand my dldigas an employee to maintain

complete confidentiality of information in order to protect patients, families and members of
White Memorial Medical Center staff from improper disclosure of confidential information.

| also understand that confidentialityust be maintained regardless of the source of information
i.e. spoken word, medical record, computer records, financial reports, statistical data, minutes

of meetings, personnel files or other records of White Memorial Medical Center, and that

access tinformation and dissemination of information are both subject to confidentiality
standards. Violation of this standard or inappropriate dissemination of information will be
considered a breach of White Memorial Medical CenterOs Code of Ethics and wlijent ®
immediate review and consequences up to and possibly including termination of employment.

Computer Access through Information Systems:

Personal computer equipment, network afmmdasl systems owned by WMMC or connected

to any Adventist Health Syem, related organization or business unit are to be used for the
approved business purposes as defined and communicated by supervisors, managers and
directors.

Emails sent and received across WMMC and through Adventist Health computer networks
are not pivate communication. While occasional personal email may be sent from one
employee to another, it should at all times be appropriate and not in violation of any
personnel policies. Employees should be aware communication is subject to review and may
be etained or forwarded by the receiver or subpoenaed by outside parties. Email may be
reviewed to assure personnel policies are being complied with and equipment and networks
are being used for approved business objectives.

WMMC computers, computer networkad email systems are never to be used to upload or
download inappropriate materials include games, personal documents of any nature, and
pornography in any form and business secrets or confidential information from any
organization including WMMC. Any epioyee with questions about possible inappropriate
material should discuss their concerns with their manager of department director.

All email users should assume their communication may be read by a third party and follow
the same procedures with emailveith paperbased written communication. ODo not say
anything via email that you wouldnOt say in writing or face to face.O
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Confidential or sensitive information related to patients, employees, medical staff, litigation
or administrative proceeding shdulever be transmitted across any unsecured network. The
Adventist Health email system (Novell Group Wise) is a secure communication system. The
Internet is not secure. No claim or potential claim information should be transmitted via any
email system (Alnternet, etc.) to Risk Management.

| acknowledge and agree to protect the confidentiality of the hospitalOs computerized information
systems. The following statements will provide an understanding of the significance of the OUser
Access Code.O Pleasad them carefully.

1.

I understand that my user Access Code (password) is confidential. It identifies me in a
unique manner. | am responsible for all data entered into the system under my code. 1 will
not allow anyone to wok under my sign on.

| understad that there is no OgenericO sign on code or password for general use or for use by
individual departments and that | am not to use or instruct anyone else to use OgenericO sign
on code or password.

| will not disclose my Password to anyone, nor wileatpt to learn another personQOs
password.

| will not us another personOs access code to enter update or retrieve data on any hospital
system.

I will notify Information Systems immediately if | have any reason to believe the
confidentiality of my passworllas been compromised. So that my password can be changed.

| understand that all patient or employee data viewed, printed, or entered is confidential
patient data and part of medidafal record. | will not access data on patients or employees
for whom Ihave no Oneed to know.O

I understand that patients and employees have the right to privacy. | will respect the Ono
pubO (no publishO field indicator when it is present in the hospital computer system.

| understand that misuse of any User Access Codeislation of hospital policy, and any
misuse will subject me to disciplinary action up to and including termination of employment.

By my signature below | acknowledge agreement with and understanding of the statements in this
OConfidentiality Agreemef. This Confidentiality Agreement shall remain in full force and effect
after termination of employment.

Signed:

Date:

Employee/Contract Employee/ Volunteer/Student/Irthgsician



